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DETAILED ACTION 

1. Applicant's response filed on April 27, 2007 has been carefully 
considered. New claim 11 has been added. Claims 1-10 are amended. Claims 1-11 
are pending. 



Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as 
set forth in section 102 of this title, if the differences between the subject matter sought to be 
patented and the prior art are such that the subject matter as a whole would have been obvious 
at the time the invention was made to a person having ordinary skill in the art to which said 
subject matter pertains. Patentability shall not be negatived by the manner in which the invention 
was made. 

3. Claims 1-11 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Foster et al. (U.S. Pub. No. 2002/0184518 A1), hereinafter "Foster", in view of 
Sutton et al. (U.S. Patent No. 7,237,243 B2), hereinafter "Sutton". 

Referring to claim 1 : 

i. Foster teaches: 

An information processor which implements a service by 
cooperatively operating a plurality of job processors each executing its processing in 
accordance with a process description defined in instruction data, the information 
processor comprising: 

an encryption processor which encrypts each process description 
defined in the instruction data using information of each one of job processor which 
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executes the process, so that the process description is decryptable for the job 
processor (see figure 15, element 610 'encrypt job ticket'; and page 12, paragraph 
[0125] The information in the job ticket 61 (excluding the public key signature field 67) 
is then, for example, optionally hashed using, for example, MD5 protocol, and encrypted 
with a public key encryption system , block 610, generating a hash number, block 615. 
Other hashing or encryption techniques may also be used." of Foster, emphasis added), 
and 

a transmitter which sends the instruction data, in which the process 
description is encrypted by the encryption processor, to the job processor which 
executes the process described in the encrypted process description (see page 5, 
paragraph [0056], lines 5-7 of Foster). 

Foster discloses encrypting the process description (see e.g. figure 
15, element 610 'encrypt job ticket', of Foster). However, Foster does not specifically 
mention encrypting each process description using the information of each one of job 
processor which executes the process. 

ii. Sutton teaches a multiple device management method wherein 
Sutton discloses encrypting each process description using the information of each one 
of job processor which executes the process (see column 12, lines 19-23, 'Since rogue 
computers can also sniff the network, sensitive information is not passed over the 
network unencrypted, and the encryption is such that only the target nodes of a secured 
message can decrypt it /, of Sutton, emphasis added). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Sutton into the method of 
Foster to encrypt each process description using the information of each one of job 
processor which executes the process. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Sutton into the system of Foster to encrypt each process 
description using the information of each one of job processor which executes the 
process, because "Since rogue computers can also sniff the network" (see column 12, 
lines 19-23 of Sutton), the data security will be enhanced by encrypting each process 
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description using the information of each one of job processor which executes the 
process. 

Referring to claim 2 : 

Foster and Sutton teach the claimed subject matter: an information 
processor which implements a service by cooperatively operating a plurality of job 
processors each executing its processing in accordance with a process description 
defined in instruction data (see claim 1 above). Foster further discloses the 
downstream process (see page 4, paragraph [0053], lines 1-3 of Foster). 
Referring to claim 3 : 

Foster and Sutton teach the claimed subject matter: an information 
processor which implements a service by cooperatively operating a plurality of job 
processors each executing its processing in accordance with a process description 
defined in instruction data (see claim 1 above). Foster further discloses the public key 
(see page 6, paragraph [0064], lines 1-4 of Foster). 
Referring to claims 4-5 : 

Foster and Sutton teach the claimed subject matter: an information 
processor which implements a service by cooperatively operating a plurality of job 
processors each executing its processing in accordance with a process description 
defined in instruction data (see claim 1 above). Foster further discloses the encryption 
(see page 6, paragraph [0064], lines 1-4 of Foster). 
Referring to claims 6, 8 : 

i. Foster teaches: 

An information processor contained in a system which implements 
a service through cooperative operation of a plurality of job processors, the information 
processor comprising: 

a receiver which receives instruction data in which each encrypted 
process description using information of each of job processor which executes the 
process is contained (see page 6, paragraph [0064] of Foster); 
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a decryption processor which decrypts a part of the process 
description, which is received by the receiver, for the job processor itself (see page 6, 
paragraph [0064] of Foster); 

a transmitter which sends the instruction data to the other job 
processors which subsequently execute their processing (see page 6, paragraph [0064] 
of Foster). 

Foster discloses encrypting the process description (see e.g. figure 
15, element 610 'encrypt job ticket', of Foster). However, Foster does not specifically 
mention encrypting each process description using the information of each one of job 
processor which executes the process. Neither does Foster specifically mention 
deleting the part of the process description from the instruction data. 

ii. Sutton teaches a multiple device management method wherein 
Sutton discloses encrypting each process description using the information of each one 
of job processor which executes the process (see column 12, lines 19-23, 'Since rogue 
computers can also sniff the network, sensitive information is not passed over the 
network unencrypted, and the encryption is such that only the target nodes of a secured 
message can decrypt it . 1 , of Sutton, emphasis added). 

Sutton further discloses deleting the part of the process description 
from the instruction data (see column 8, lines 52-58 The administration program 210 or 
the like enables the creation or editing of a script on the file-system, creation of a script 
entry in the script database, editing of a script entry , deletion of a script entry , creation 
of a job (described below) that may use a script, deletion of a job, editing of a job, 
execution of a job, a retrieval of the status and results of a job.', of Sutton, emphasis 
added). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Sutton into the method of 
Foster to encrypt each process description using the information of each one of job 
processor which executes the process. 

It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Sutton into the method of 
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Foster to be able to edit or delete the part of the process description from the instruction 
data. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Sutton into the system of Foster to encrypt each process 
description using the information of each one of job processor which executes the 
process, because "Since rogue computers can also sniff the network" (see column 12, 
lines 19-23 of Sutton), the data security will be enhanced by encrypting each process 
description using the information of each one of job processor which executes the 
process. 

The ordinary skilled person would have been motivated to have 
applied the teaching of Sutton into the system of Foster to be able to edit or delete the 
part of the process description from the instruction data, because "This feature may 
eliminate stale data, and free up resources for another job requests" (see page 8, 
paragraph [0085] of Foster). 

Referring to claims 7, 9-10 : 
i. Foster teaches: 

An information processing method carried out by a computer which 
implements a service by cooperatively operating a plurality of job processors each 
executing a process according to each one of a plurality of process descriptions defined 
in instruction data, the information processing method comprising the steps of: 

encrypting each process description defined in the instruction data 
using information of each one of job processor which executes the process, to that the 
process description is decryptable for the job processor (see page 6, paragraph [0064] 
of Foster), and 

sending the encrypted instruction data to one of the job processors 
which executes the process described in the process description (see page 6, 
paragraph [0064] of Foster). 

Foster discloses encrypting the process description (see e.g. figure 
15, element 610 'encrypt job ticket', of Foster). However, Foster does not specifically 
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mention encrypting each process description using the information of each one of job 
processor which executes the process. 

ii. Sutton teaches a multiple device management method wherein 
Sutton discloses encrypting each process description using the information of each one 
of job processor which executes the process (see column 12, lines 19-23, 'Since rogue 
computers can also sniff the network, sensitive information is not passed over the 
network unencrypted, and the encryption is such that only the target nodes of a secured 
message can decrypt it .', of Sutton, emphasis added). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Sutton into the method of 
Foster to encrypt each process description using the information of each one of job 
processor which executes the process. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Sutton into the system of Foster to encrypt each process 
description using the information of each one of job processor which executes the 
process, because "Since rogue computers can also sniff the network" (see column 12, 
lines 19-23 of Sutton), the data security will be enhanced by encrypting each process 
description using the information of each one of job processor which executes the 
process. 

Referring to claim 11 : 

Foster and Sutton teach the claimed subject matter: an information 
processor which implements a service by cooperatively operating a plurality of job 
processors each executing its processing in accordance with a process description 
defined in instruction data (see claim 1 above). Foster further discloses the instruction 
data defines each process (see page 4, paragraph [0046], lines 3-6 'branch', of Foster). 



Response to Arguments 
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4. Applicant's arguments, filed on May 4, 2007, have been fully considered. 
The amended independent claims now include the claim limitation of "using information 
of each one of job processor which executes the process'. Therefore, the rejection has 
been withdrawn. However, upon further consideration, a new ground(s) of rejection is 
made. 



Conclusion 

5. Applicant's amendment necessitated the new ground(s) of rejection 
presented in this Office Action. Accordingly, THIS ACTION IS MADE FINAL. See 
MPEP § 706.07(a). Applicant is reminded of the extension of time policy as set forth in 
37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire 
THREE MONTHS from the mailing date of this action. In the event a first reply is filed 
within TWO MONTHS of the mailing date of this final action and the advisory action is 
not mailed until after the end of the THREE-MONTH shortened statutory period, then 
the shortened statutory will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Joseph Pan whose telephone number is 571-272- 
5987. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Kim Vu can be reached at 571-272-3859. The fax and phone 
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numbers for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Any inquiry of a general nature or relating to the status of this application 
or proceeding should be directed to the receptionist whose telephone number is 571- 
272-2100. 




VU 

Joseph Pan SUPERVISORY PATENT EXAMINER 

July 1 0 2007 TECHNOLOGY CENTER 2100 



